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Abstract ensure data and execution integrity and confidence. Separate vir-

Though virtual machine monitors (VMMs) ensure the isolation
and security of co-existing virtual machines (VMs), the security of
VMMs lacks sufficient attention. Many components in a general
VMM architecture are prone to future vulnerabilities and may con-
tribute to propagating and aggravating damage to cloud safety and
reliability. Moreover, performance acceleration architectures, like
DPDK, when incorporated with VMMs, can become a single point
of catastrophic vulnerability with the potential to affect security of
multiple VMs.

We propose that by modularizing and compartmentalizing the
VMM and its associated accelerator components using hardware-
assisted isolation techniques, we can limit attackers’ freedom and
provide better protection against future adversaries. Additionally,
as each cloud workload has unique requirements, we suggest a per-
VM specialization to reduce the attack surface without sacrificing
any features or compatibility. Our prototype VMM, Redwood, offers
high configurability, smaller VMM images, support for running reg-
ular cloud OSs and unikernels, and resistance against known attacks
while preserving performance. The proposed isolation mechanism
for DPDK demonstrates similar advantages.
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1 Introduction

Cloud infrastructures run thousands of server machines, each of
which facilitates a multi-tenant environment so that different appli-
cations with varying resource requirements can run seamlessly and
transparently without worrying about the underlying complexity.
Such an environment should isolate tenants from one another to
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tual machine (VMs), each equipped with the expected resources
and capable of running the preferred operating system (OS), enable
tenants to run their workloads securely with no modification. The
ability to run many coexisting VMs simultaneously on the same
server, with strong isolation between them, and easily manage
resources have made virtualization technology the backbone of
modern cloud infrastructures.

Hypervisors and virtual machine monitors (VMMs), often re-
ferred to interchangeably due to their overlapping and interdepen-
dent responsibilities, are essential components that enable virtual-
ization. In this paper, we use the term hypervisor to refer to software
that performs core operations such as system scheduling and phys-
ical resource allocation while running on bare metal (e.g., XEN [5],
VMware ESX [59]) or that utilizes a host OS (e.g., KVM [30], Vir-
tualBox [97]) for virtualization. We use the term VMM to refer to
software (e.g., QEMU [19], Firecracker [76], Cloud Hypervisor [1])
that performs other essential virtualization operations with the
help of a hypervisor. For example, QEMU with KVM can create a
VM, allocate memory and virtual CPUs (vCPUs), help boot a guest
OS, emulate virtual I/O devices, migrate VMs between servers,
and stop VMs. VMMs play a crucial role in ensuring functionality,
flexibility, performance, security, and reliability in virtualization
environments. While VMMs are essential for VM-level isolation,
each VMM runs as a userspace process in the host/administrative
OS, contributing to the trusted computing base (TCB) size.
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Figure 1: QEMU CVE:s in categories from 2007 to 2022 [25].

VMM bugs are a major concern because they can undermine the
main security benefits of virtualization. Numerous VMM vulnera-
bilities are reported annually, with QEMU being notably prominent.
We analyzed and categorized 443 QEMU Common Vulnerabilities
and Exposures (CVEs) reported from 2007 to 2022, as shown in
Figure 1a. These vulnerabilities, including DoS, memory overflow,


mailto:mehrab@vt.edu
mailto:rnikola@psu.edu
mailto:binoy@vt.edu
https://doi.org/10.1145/3801927.3858636
https://doi.org/10.1145/3801927.3858636
https://creativecommons.org/licenses/by/4.0
https://creativecommons.org/licenses/by/4.0
https://doi.org/10.1145/3801927.3858636

Middleware *26, December 14-18, 2026, Tarragona, Spain

and arbitrary code execution attacks, represent various security
flaws that require distinct mitigation measures.

Many bugs stem from improper memory handling, such as null
pointer dereferencing, use-after-free, and out-of-bound access, all
common in C due to its lack of safety features. Rust, with its type
system and ownership model, can help prevent many of these vul-
nerabilities. However, no language can ensure complete safety, as
human error remains a factor. For instance, despite Rust being
newer, hundreds of CVEs have been reported for it [67]. Moreover,
memory safety techniques alone are often insufficient to mitigate
all vulnerabilities. An example is incomplete validation in the Rust-
based VMM Firecracker, which led to CVE-2019-18960 [24], poten-
tially allowing memory manipulation or remote code execution.

As shown in Figure 1b, only 18% of 61 high impact QEMU CVEs
can be mitigated with memory safety techniques that prevent mem-
ory overflow. Therefore, there is an ongoing effort to implement
QEMU devices in rust [69, 70]. However, these techniques alone
cannot address the remaining CVEs: 21% involve arbitrary code exe-
cution, and 61% involve both arbitrary code execution and memory
overflow. Thus, enhanced security primitives are needed to prevent
many severe vulnerabilities.

Undiscovered bugs necessitate preventive mechanisms to thwart
adversaries from exploiting vulnerabilities into severe zero-day
attacks [100-103]. Modularity in software design can reduce the risk
of arbitrary code execution and data theft. By compartmentalizing
unrelated modules with isolation mechanisms, unauthorized access
and damage propagation can be prevented. CPU manufacturers and
researchers introduce new isolation mechanisms to complement or
replace traditional ones. This paper proposes modularization and
isolation mechanisms for compartmentalizing VMMs.

Modern cloud applications have diverse safety and performance
requirements, but a rigid VMM design or configuration for every
VM may not provide optimal safety. For example, QEMU provides a
floppy drive controller (FDC), although most workloads no longer
use floppy drives. The VENOM vulnerability [6] in the FDC may
allow a guest user to crash the VM or execute arbitrary code on the
host with QEMU process privileges, regardless of whether the VM
needs this device. Thus, a faulty implementation can threaten the
virtualization ecosystem. Flexible per-VM VMM specialization is
therefore crucial to minimize the attack surface. In Section 3, we
compare strip-down and build-up approaches for flexible per-VM
specialization, addressing modern cloud workload requirements
while reducing the attack surface.

On the other hand, I/O acceleration architectures like DPDK [86]
and SPDK [81] can enhance VM performance by moving the data
plane from the VMM to a separate userspace application on the host.
However, this requires the VMM to share sensitive VM information
with the application, making it an attractive target for attackers. To
protect VMs from being compromised if the accelerator is attacked,
we propose isolating each VM’s information within the application.

We developed methods for compartmentalizing and specializing
VMMs to improve cloud security, incorporating these security prim-
itives. Our prototype, Redwood, extends Cloud Hypervisor [1], an
open-source VMM written in Rust, to run modern cloud workloads.
We identified 13 crucial components of Cloud Hypervisor, such as
virtual devices, and compartmentalized them using Intel memory
protection keys (MPKs) [21] on x86 servers. This helps prevent
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unauthorized access to virtual devices and limits attackers’ abil-
ity to exploit vulnerabilities, affecting other devices or executing
arbitrary code. Moreover, Redwood transforms Cloud Hypervisor
into a highly configurable and flexible VMM by breaking its compo-
nents into fine-grained, independent modules. This allows only the
necessary features to be included when running a VM, significantly
reducing the VMM image size at build time.

The emergence of unikernel is popularizing the concept of mini-
malist single-purpose VMs to improve the security of cloud appli-
cations. To enable such VM-level specializations to benefit from
VMM specialization, we extend Redwood’s support for unikernels.
Since many unikernels support only multiboot boot loading, we
implement multiboot bootloader in Redwood. Therefore, unikernels
can benefit from our specialized hardened VMMs and, altogether,
can contribute to reducing the overall virtualization attack surface.

Our evaluation in Section 5 shows that the proposed security
primitives can mitigate a class of vulnerabilities. Redwood reduces
the image size and the number of return-oriented programming
(ROP) gadgets, i.e., short instruction sequences that can be chained
for code-reuse attacks, by up to 50% compared to Cloud Hypervisor.
Although a reduction in ROP gadgets doesn’t always guarantee a
reduction in an attacker’s exploit construction ability, an in-depth
gadget set analysis [9] on Redwood indicates a decrease in the avail-
ability of special purpose gadgets without increasing the expressiv-
ity of the fundamental gadget set, thus limiting an attacker’s flexibil-
ity. Performance evaluation through micro- and macro-benchmarks
shows that Redwood performs similarly to Cloud Hypervisor, with
little to no performance penalty for compartmentalization. This
trend is also observed for vhost-user isolation in DPDK.

The contributions of this paper are as follows.

e We identify the security problem of over-featured and in-
sufficiently compartmentalized cloud VMMs, including the
often-overlooked risk that userspace accelerators such as
OVS-DPDK can amplify cross-VM exposure by holding sen-
sitive VM state in a shared process.

e We design a workload-aware VMM architecture with fine-
grained build-time features, enabling per-VM specialization
that removes unused functionality while preserving support
for regular cloud OSs and unikernels.

e We introduce an intra-VMM compartmentalization mech-

anism that isolates unrelated VMM components and indi-

vidual device instances. By using event-driven permission
changes, the mechanism supports asynchronous virtual-
device execution without expensive domain switches.

We extend the isolation design to OVS-DPDK vhost-user

by compartmentalizing each VM’s memory inside the ac-

celerator backend, reducing the blast radius of a backend
compromise and preventing arbitrary access to other con-
nected VMs’ memory.

e We implement Redwood and isolated OVS-DPDK and evalu-
ate them against Cloud Hypervisor and regular OVS-DPDK.
Our evaluation shows that our work substantially reduces
VMM image size and code-reuse gadget availability while
preserving performance across network, storage, ballooning,
and vhost-user workloads.
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2 Background

Virtual I/O devices. A VMM’s major role is managing I/O for VMs.
Emulating traditional I/O devices is inefficient due to significant
performance penalties [10]. To improve performance, VMMs offer
special paravirtualized (PV) I/O devices. Virtio [66, 88, 93] is a
specification for PV devices that provides an interface for software
to manage and exchange information. A virtio device runs on the
host and translates signals between the virtio driver and the virtio
data plane. The virtio driver in the VM communicates with the
virtio device according to the virtio specification [93].

Virtio devices operate in several ways, depending on the location
of their data plane. When the VMM handles both data and control
plane operations, it is referred to as a virtio device, such as virtio-net
for networking. If the VMM delegates the data plane to the kernel,
it is called a vhost device, such as vhost-net for networking. When
the VMM offloads the data plane to a separate user-space process
on the host, it is called a vhost-user device, such as vhost-user-net for
networking. The discussion of the pros and cons of each variation
is beyond the scope of this paper. A modern VMM should support
all variations so workloads can choose the best fit for their needs.

OVS-DPDK Vhost User. Open Virtual Switch (OVS) [62] is
a userspace software switch for virtualized environments. OVS
can forward network packets between two userspace applications
without incurring the overhead of context switching between the
kernel and userspace. DPDK [86] is a library that accelerates packet
processing in data plane applications. It allocates resources to ded-
icated logical processing cores before the application is called. In
contrast to the Linux kernel, which uses a scheduler and inter-
rupts to switch between processes, DPDK accesses devices through
constant polling. Its poll mode drivers (PMD) allow packets to be
transferred directly between user space and physical interfaces,
completely bypassing the kernel network stack. Kernel bypass and
the elimination of interrupt handling and context switching over-
heads boost performance.

An OVS application connects with DPDK, allowing a VM to con-
nect to an OVS-DPDK application running in the host’s userspace
through the vhost-user interface of the DPDK library. For each guest
VM created on the host, another vhost-user backend is instantiated
to communicate with the guest’s virtio driver. This enables OVS
to forward packets between VMs on the same machine without
the overhead of context switching. Furthermore, OVS-DPDK with
PMD further enhances performance.

Memory-based Isolation. We explore memory-based isolation
techniques for compartmentalizing VMM components. Software
fault isolation (SFI) [95] uses memory-bound checks to prevent
components from indirectly accessing each other’s memory, re-
quiring compile-time instrumentation or binary rewriting. Its exe-
cution overhead is typically up to 42% [40, 74]. Some approaches
use hardware page protection for memory isolation, where access
permissions are checked during address translation with no added
execution overhead. However, switching between components re-
quires changing the extended page table (EPT) base, incurring ex-
pensive context switches. Although light-weight context switching
approaches [7, 17, 33, 45, 46] reduce overhead, the toll is still sig-
nificant, where the upper limit varies from 10% to 65% [45, 89],
depending on the application and approach.
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Unikernels. Unikernels [8, 36, 38, 41, 42, 48, 50, 51] are a type
of lightweight OS that is optimized for use in cloud systems and
run atop a hypervisor in a separate virtual machine. They are de-
signed to run a single application and are created by statically
compiling the application with the minimum necessary kernel code
and libraries into a single-address-space image. This reduces the
code size and memory footprint, which reduces the attack surface,
and eliminates the need for context switching, allowing system
calls to be made as ordinary function calls, which can improve
performance. Despite their minimalistic nature, unikernels are run
by full-featured VMMs like QEMU. To embrace minimalism, our
prototype minimal VMM includes support for unikernels.

3 Design
3.1 Design Principles

This paper aims to reduce the VMM attack surface and contain
future exploits without sacrificing compatibility, performance, or
deployability. We propose the following design principles for hard-
ening cloud VMMs. We use instance to refer to a runtime occurrence
of a VMM component, such as each virtual device created for a VM.

(P1) VMM design should be modular and highly config-
urable. A VMM should not include any default feature or imple-
mentation that cannot be removed when it is not needed.

(P2) A VMM should not include unused components. Each
VMM should be built to satisfy the needs of a specific VM, rather
than being a full-featured generic VMM for all workloads.

(P3) Unrelated VMM components should be placed in dif-
ferent compartments. This limits an attacker’s ability to use a
vulnerability in one component to access or corrupt another.

(P4) Each instance of the same component type should be
isolated. Keeping two instances in the same compartment may
allow one compromised instance to affect another.

(P5) Security should not come at the cost of performance.
The isolation mechanism should therefore be lightweight enough
to incur little to no measurable overhead.

(P6) Compatibility with existing VMs should not be compro-
mised. The introduced security primitives should be transparent
to the VMs running on the VMM.

3.2 Challenges

Achieving a VMM with these principle poses following challenges.

C1: Specializing a VMM without breaking compatibility. A
natural way to reduce the VMM attack surface is to remove unused
functionality. However, existing VMMs are not organized as fine-
grained, independently selectable components. The challenge is
to specialize a production VMM for each VM without removing
required functionality or modifying guest OSs. Using an existing
lightweight VMM with limited functionality or developing a new
VMM from scratch often sacrifice compatibility, feature coverage,
and long-term maintainability.

We present Redwood, a workload-specialized VMM that refac-
tors Cloud Hypervisor into fine-grained build-time features and
adds multiboot support for both cloud OSs and unikernels. As a
result, redwood preserves compatibility with existing workloads
while reducing each VMM to only the functionality required by its
VM, without requiring guest modifications.
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C2: Isolating VMM components at the right granularity.
Running each VM in a separate VMM process isolates VMs, but not
mutually distrusting components within a VMM. This is particularly
problematic for virtual I/O devices, which maintain sensitive state,
access guest memory, and execute asynchronously through event
handlers. Existing library-oriented isolation models do not fit this
structure well because devices are long-lived, stateful instances
rather than simple callee libraries. The challenge is to isolate each
device instance while preserving efficient asynchronous I/O.

We design an hardware-based intra-VMM compartmentalization
mechanism that isolates each virtual-device instance and grants
access only during its legitimate I/O handling. Thus, a compromised
device is confined to its own compartment and cannot freely access
other device state or protected VMM memory, limiting its impact
without disrupting normal I/O processing.

C3: Hardening accelerated vhost-user backends. I/O accel-
erators such as DPDK improve VM networking performance by
moving the data plane outside the VMM. However, vhost-user re-
quires the VMM to share guest memory with the backend, allowing
a compromised OVS-DPDK process to access the memory of mul-
tiple connected VMs. Isolating DPDK as a single compartment is
insufficient because that compartment would still contain all guest
mappings. The challenge is to enforce per-VM memory isolation
within DPDK while preserving its high-throughput data path.

We extend compartmentalization to OVS-DPDK by isolating
each VM’s memory and granting access only during the corre-
sponding vhost-user operation. Therefore, a compromised backend
is restricted from freely accessing other VMs’ memory while pre-
serving the existing high-performance vhost-user data path.

3.3 Achieving Per-VM Specialization

We discuss various options for creating a highly configurable VMM
(P1) that offers a minimal attack surface (P2) while still maintaining
the needed compatibility (P6).

VMMs have several core responsibilities including creating, al-
locating resources for, launching, and destroying VMs. However,
these tasks are not sufficient for running an operating system with
workloads inside a VM. As a result, a VMM may need to provide
additional support, such as firmware like BIOS and UEFI, interrupt
controllers like APIC, MSI, and MSI-X, configuration and power
interfaces like ACPI, I/O devices, and VM migration mechanisms.

Any feature not needed by a workload only contributes to the
attack surface. The uKVM [99] approach combines unikernels with
relevant VMM components and replaces standard PV devices with
low-level interfaces to create a unified executable. However, this
approach is designed specifically for and requires modifications to
unikernels, which violates the principle of backward compatibility
(P6) and may not be suitable for all VMs. In addition, running a
user-provided executable directly on the host degrades security.

The virtualization community often introduces new software
features, such as vDPA [90] and VFIO [92], and hardware features,
such as Intel SGX [23] and AMD SEV [77], to improve performance
and security. Full-featured VMMs like QEMU are often the first to
test these features due to their widespread market share. However,
build-from-scratch approaches like uKVM suffer from a lack of
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Figure 3: QEMU CVE trend from 2007 to 2022.

support and infrequent updates. Therefore, even if a workload
desires, it may not use minimal VMMs because of missing features.

In contrast, QEMU typically has hundreds of features imple-
mented and uses Kconfig files [37]. Firecracker [76], crosvm [79],
and Cloud Hypervisor [1] selectively implement fewer features
as they aim only to support microVM, ChromeOS [80], as well as
cloud OSs, respectively, and uses features [27] in cargo [11]. We
built these VMMs for x86_64 ISA with both default features enabled
and disabled, except for Cloud Hypervisor. Disabling its default
features using the cargo option no-default-features resulted in
build errors. Figure 2 compares the sizes of the produced images.
As we can see these VMMs are insufficiently configurable as most
of their features are default and non-removable.

Not all workloads have the same requirements. To create a VMM
with a minimal attack surface, it is necessary to make each VMM
highly customizable to suit the specific needs of workloads. Achiev-
ing a minimal VMM from an existing one without losing any neces-
sary features or compatibility requires fine-grained configurability,
a feature not offered by any current VMMs. It demands nontriv-
ial refactoring and modularization of the current implementation.
Next, we discuss features that should be configurable at build time.

Bootloading. VMMs offer several ways to boot a VM. One
method is the traditional boot sequence: (1) the firmware locates
the Master Boot Record (MBR) on the VM image, (2) the bootloader
loads the kernel, and (3) the kernel starts the init process. Another
method is for the VMM to directly load the GRUB bootloader from
the host using the VM’s configuration, with GRUB then loading
the kernel and starting the init process. A third method involves
directly supplying a kernel and init disk to the VMM, allowing it
to skip many normal boot steps and start the init process from the
supplied disk. While there are other methods to boot a VM’s OS,
each VM only needs one. Thus, we minimize the VMM by keeping
only the necessary method.

I/0 Device. A VMM facilitates I/O operations by a PV, a fully em-
ulated, or a physical device. For example, a VM can use an emulated
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€1000 NIC, a virtio network device, or a physical NIC accessed with
PCI-passthrough. Each device type may have further variations.
For instance, a virtio block device may support different virtual
disk formats, such as raw, qcow, vdi, and vhdx. Thus, a full-featured
VMM supports many types of I/O. In contrast, a VM only requires
a small subset of these implementations to support its workloads.

Figure 3 shows the number of I/O device-related and total QEMU
CVEs reported from 2007 to 2021. I/O devices account for about one-
third of the total CVEs, suggesting that I/O device implementations
may be more vulnerable than other parts of a VMM. Reducing the
number of I/O implementations by retaining only those needed by
a particular VM significantly reduces the VMM attack surface.

Migration. VM migration between hosts is essential for cloud
operations like load balancing, fault management, and system up-
grades. A VMM may implement various migration techniques, such
as checkpoint-restart, post-copy, pre-copy, and hybrid migration.
Each technique has its pros and cons, but a VM only needs one when
migration is necessary. Some short-lived VMs, like those providing
function as a service (FaaS), may not need migration at all, as they
boot quickly and shut down after serving the requested function.
Thus, reducing or eliminating migration-related implementations
help reduce the attack surface.

After identifying all additional components, we refactor codes
to ensure that each fine-grained component can function indepen-
dently along with the core parts. Finally, we create a configuration
space with one configuration per component, allowing users to
choose which components to include at build time. We achieve this
using platform-specific tools or techniques such as the Kconfig lan-
guage [37], the define keyword in C, or Rust’s features feature [27].

3.4 Deploying Specialized VMM:s in Cloud

In practice, users request VMs with specific CPU, memory, and
device configurations. Rather than using the same general-purpose
VMM image for all VMs, or receiving VMM images from clients, the
cloud provider may create and manage specialized VMM images
for different configurations. The VM orchestration system then can
maps each requested VM configuration to a corresponding VMM
image whose enabled features match the VM’s requirements. For
common configurations, providers can maintain a small repository
of pre-built VMM images and launch the corresponding image
directly, similar to existing VM image and template management.

Uncommon configurations do not require a new manual deploy-
ment path. An automated build service can generate the required
VMM image from the requested feature set, cache it, and reuse
it for future VMs with the same configuration. In our prototype,
building such an image takes less than 27 seconds and uses up to
670 MB of memory on an Intel Xeon Silver server; this is a one-time
cost per unique configuration. Moreover, our prototype reduces the
VMM executable size by at least 50%, making the additional disk
space needed to store multiple specialized executables negligible.
We expect fewer than 100 pre-built images to cover common config-
urations, requiring less than 800 MB of storage in total. Since cloud
providers already use shared storage to distribute images across
servers, this storage cost and the occasional build-time memory
overhead are small relative to the terabytes of memory and storage
available in modern cloud deployments.
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3.5 Establishing Intra-VMM Isolation

VMMs run as userspace processes in the host OS, contributing to the
TCB, and increasing the attack surface. While reducing the VMM
size can significantly reduce this attack surface, vulnerabilities in
the remaining implementation can still pose serious security risks.
For example, if a VM requires multiple I/O devices and one of them
has a bug that allows an attacker to gain the privilege of the VMM
process, the attacker may disrupt the execution flow or steal data
from this device or other parts of the VMM. Isolation can prevent an
untrusted component from directly accessing the private memory
of other components. Partitioning sensitive data and code into
isolated components within the VMM help limit the severity of
an attack and preserve the confidentiality and integrity of other
components’ data.

What to isolate? To compartmentalize a VMM, we first identify
which of its components we should isolate. For instance, virtual I/O
devices are a major part of any VMM and often have vulnerabili-
ties, as shown in Figure 3. Therefore, virtual devices are potential
candidates for compartmentalization. According to principle P3,
each I/O device should be isolated as they operate independently.
For instance, a block device should be in a different compartment
than a network device. According to principle P4, there should be
isolation between multiple instances of the same type of device. For
instance, if a VM needs two network devices, both instances should
be isolated in the VMM to prevent a vulnerability in one network
device from compromising another.

How to isolate? Prior protection key-based compartmentaliza-
tions [31, 44, 82, 89, 96] isolate libraries and the application code.
For instance, there can be multiple compartments in FlexOS [44],
each containing one or more libraries. When a compartment needs
to execute a function in another compartment, the caller compart-
ment’s memory is disabled, and the callee compartment’s memory
is enabled. Upon return, memory permission is changed in the
reverse order. Devices do not get invoked like library functions. Un-
like functions performing an operation on the supplied arguments,
each device instance has its own memory with sensitive informa-
tion, which needs to be secured. Therefore, instead of passing a
device, represented as a structure in procedural programming or as
an object in object-oriented programming, from one compartment
to another, the device should have its own isolated compartment.

Moreover, I/O devices perform asynchronous operations. Thus,
disabling other I/O devices, i.e., their corresponding compartments,
when one device is operating is not a viable option. This scenario
demands fine-grained isolation. For example, when a device is
instantiated, a VMM may create a unique protection key to label
every memory location that belongs to and represents the device
instance, essentially creating an isolated memory compartment for
the instance. Any access to these memory locations will require a
proper permission change; otherwise, it will be considered illegal.

Hardware extensions such as Intel MPK [21] and ARM MTE [3]
can be utilized to implement such an isolation model. Hardware
capabilities, such as CHERI ISA’s capability [98], can also be used to
compartmentalize the VMM, e.g., by assigning different capabilities
to different VMM components. However, TrustZone [47], AMD
SEV [77], and EPT/VM all utilize compartments as separate sys-
tems, communicating through RPCs and shared memory. Therefore,
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using them to isolate VMM components may result in significant
performance penalties, which goes against the principle P5. Ad-
ditionally, Intel SGX is not capable of performing I/O, so isolating
device drivers in this environment is not feasible.

When to enable/disable a device? Our goal is to keep memory
in a VMM compartment disabled when not in use, preventing vul-
nerabilities in other compartments from propagating and executing
I/O operations arbitrarily. Since I/O events are asynchronous, we
make use of dedicated I/O event handlers to enable memory access
for the relevant compartment only when an event is triggered, and
then disable it immediately after performing the I/O operation.

3.6 Securing OVS-DPDK Vhost User

The vhost-user model allows offloading data plane from the VMM
to a userspace application running on the host. Moving the backend
to a separate process increases security by providing process-level
isolation. Upon integrating the vhost-user with performance ac-
celeration platforms such as DPDK [86], performance increases
significantly. However, it creates an opportunity for a greater threat
than the security gain from process-level isolation.

OVS-DPDK creates vhost-user instances for each guest VM con-
nected to the application. To establish direct memory access be-
tween the vhost-user backend and the virtio frontend, the VMM
shares the whole VM’s memory with OVS-DPDK. This means that
OVS-DPDK has direct access to the memory of all VMs connected
to it, which makes OVS-DPDK an attractive target for intruders to
manipulate attacks and disrupt VMs’ execution or steal their data.

Any vulnerability in the host OS, VMM, OVS, or DPDK that gives
an attacker full or partial control over DPDK can expose the mem-
ory of all VMs connected through the vhost-user interface. It may
allow one VM user to read another VM’s memory because DPDK
already has access to the memory of all connected VMs. We propose
restricting OVS-DPDK’s access to guest memory by placing each
VM’s memory in a separate compartment and enabling access to
that compartment only for the corresponding vhost-user instance.
Any unauthorized access to a compartment is identified as an attack.
For example, accessing another VM’s memory through a buffer over-
flow or arbitrary code execution would trigger a protection fault or
application reset, preventing the attacker from proceeding further.
Isolation mechanisms such as tagged memory and capabilities can
be used to create and enforce such compartmentalization.

3.7 Threat Model and Trusted Computing Base

In our threat model, any VM running on the host is considered
untrusted by all other VMM processes because VM users can be
malicious actors. Although some languages are considered safer
than others, none prevent all exploits. For instance, Rust is more
memory-safe than C. However, even code written in safe Rust can
be vulnerable to future exploits [67]. Therefore, we do not con-
sider any component of the VMM as part of the TCB unless it is
formally verifiable such as seL4 [39] or certikOS [29]. The VMM’s
core components are relatively small and potentially formally ver-
ifiable. In contrast, we consider all additional components to be
mutually distrusting, as each may have potential vulnerabilities
that an attacker could exploit to attack other parts of the VMM.

Mehrab et al.

The virtualization stack has several components that are critical
to any VMM'’s functional correctness, including the host OS, hyper-
visor, compiler, linker, and loader. We consider these components to
be trusted, as compromise of them can compromise the correctness
of a VMM. The prototype presented in this paper leverages the
Intel MPK [21] feature for compartmentalization. We trust the MPK
APIs for enabling and disabling protection keys and assume that
they work as intended.

The proposed security primitives are complementary to Trusted
Execution Environments (TEEs) such as SGX [23], TDX [84], and
SEV [77]. TEEs protect guests, enclaves, or trusted domains from an
untrusted platform, whereas our approach hardens the VMM and
accelerator components themselves by reducing unused function-
ality and compartmentalizing sensitive state. Thus, our approach
targets the attack surface of regular VM deployments rather than
replacing TEE-based protection.

TEE-based VMs can incur substantial overheads, reported to
be up to 50% in some settings [12, 20, 43], and therefore require
workload-specific trade-offs. For workloads that do not require TEE
protection, our approach provides lower-cost hardening for regular
VMs. For workloads that require protection from an untrusted host
or hypervisor, TEE support can be combined with our mechanisms
for defense-in-depth.

4 Prototype Implementation

Although any new or existing VMM, including QEMU, can benefit
from the proposed design principles with some effort, our prototype,
Redwood, is built on Cloud Hypervisor [1], which is an open-source
VMM that runs on KVM [87] and Hyper-V [22]. Cloud Hypervisor
is suitable for our target problem space because it is designed to run
modern cloud workloads. It runs cloud OSs with most I/O handled
by virtio devices and 64-bit CPUs. We chose this VMM over QEMU
as it is fully written in Rust, which has better memory safety than
C. In contrast, the effort to add the rust code to QEMU is relatively
new and incomplete [69, 70]. Although Firecracker is also written in
Rust, we chose Cloud Hypervisor for its broader support for general
cloud OSs, rather than specific configurations like micro-VMs.

In this section, we discuss Redwood’s implementation details
for achieving a minimal VMM with hardware-based isolation. We
also discuss the vhost-user device and VM memory isolation in
OVS-DPDK. Our implementation effort encompasses 3672 lines
of code, where isolation, modularization, multiboot, and DPDK
changes contribute 508, 1894, 445, and 825 SLOC, respectively.

4.1 Workload-aware Redwood

Rust’s package manager, Cargo [11], provides a mechanism called
features for conditional compilation and managing optional de-
pendencies. As discussed in Section 3.3, we identify the core and
additional components in Cloud Hypervisor and refactor all addi-
tional components into named features in Redwood. Thus, users
can enable and disable components at build time by choosing what
to keep in the Redwood image.

Figure 4 shows Redwood’s components. Green boxes denote
core components required by all VMs, including CPU, memory,
device managers, and VM-, ISA-, and hypervisor-level APIs. These
managers create and manage VCPUs, memory, and devices for a
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Figure 4: Core and additional components of Redwood.

VM. The VM APIs perform VM creation, launching, destruction,
etc. ISA (x86-64 and aarch64) and hypervisor (KVM and Hyper-V)
supports were already configurable in Cloud Hypervisor.

Cloud Hypervisor supports booting OSs using firmwares, such as
OVMF [60] and Rust Hypervisor Firmware [68], and direct booting
of uncompressed Linux in 64-bit mode. Redwood adds multiboot
supports for booting unikernels. As discussed in Section 3.3, a VM
needs only one booting mechanism. By separating these three boot-
loaders into features (blue boxes), Redwood provides the flexibility
for including only the required mechanism at build time.

Cloud Hypervisor implements 18 non-configurable I/O devices:
including virtio devices, ACPI, IO APIC, and legacy devices such as
RTC/CMOS, GPIO, and serial. Redwood resolves interdependencies,
if any, between these I/O devices and makes all of them configurable
at build-time. We also make disk implementations configurable,
allowing a VMM to have specific types needed for a particular VM.
Supported formats include raw, qcow, VHD, and VHDX.

Cloud hypervisor supports security features, like Intel SGX [23]
and TDX [84], and device passthrough mechanisms like VFIO and
vDPA. TDX and VFIO are configurable. It also supports live mi-
gration by default. Redwood separates the VM SGX, vDPA, and
migration-related sources and makes them optional features. All
additional components in Redwood are marked with white boxes.

4.2 Isolation Inside Redwood

Cloud Hypervisor implements 13 devices: virtio devices for net-
work, block, console, balloon, memory, persistent memory, random
number generator, watchdog, IOMMU, and socket, and vhost de-
vices for network, block, and file systems. Redwood isolates all of
these devices at runtime instance granularity. In our architecture,
an instance is a concrete device object created for a VM; for exam-
ple, two block devices attached to the same VM are two separate
block-device instances. A compartment is the protected memory
domain assigned to one such instance, not to an entire device class
or the whole device manager. Therefore, a VM configured with
two block devices and one network device results in three separate
compartments, one per device instance.

Each device instance maintains sensitive private state that is
crucial for correct I/O execution, including device features, queue
metadata, event and interrupt state, driver state, backend config-
uration, guest-memory references, and handles to the underlying
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Figure 5: Intra-VMM compartmentalization. Each runtime
virtual-device instance forms a separate compartment pro-
tected by a distinct pkey. The VMM core creates instances
and manages permissions, while each event handler enables
only its own compartment during I/O processing,.

device. Each device type has additional device-specific information.
For example, a block-device compartment contains the device ID,
underlying disk information, and block-device configuration.

The device in the VMM and the driver in the VM communicate
through asynchronous I/O operations. Therefore, the VMM creates
a distinct event-handler thread for each device instance to process
the corresponding I/O events. Since this handler accesses sensitive
state, including virtqueues, guest-memory references, interrupts,
events, and backend configuration, a compromised instance could
otherwise give an attacker significant flexibility to disrupt exe-
cution or leak data. To limit this exposure, Redwood places each
device instance’s private state and event handler in a dedicated
compartment by labeling the corresponding memory pages with a
unique protection key during device instantiation.

The VMM core, including the CPU, memory, and device man-
agers, remains outside these compartments and is responsible for
creating device instances, assigning protection keys, and mediating
permission changes.

Redwood utilizes Intel’s MPK feature [27] to label memory pages
and access control rights with protection keys instance. For ev-
ery access to a tagged memory page, an additional permission
check is performed using the PKRU register, which has access-
disable and write-disable bits. System calls such as pkey_alloc
and pkey_free are used to allocate and free pkeys, respectively.
The pkey_mprotect system call is used to label a page with a key.
In contrast, userspace functions pkey_get and pkey_set for get-
ting and setting permissions, respectively, have a low overhead as
they execute in a few cycles, requiring no context switching.

In the last step of device instantiation, Cloud Hypervisor creates
an event handling thread, which waits for the I/O events from the
associated driver in the VM. For such events, the handler performs
the corresponding I/O operations and goes to the wait state after
completion. Redwood disables access to all tagged memory loca-
tions by modifying the permissions using the corresponding pkey
before the handler enters the wait state. As a result, no one can
perform any I/O operations on the device in this state, which is
illustrated by Virtual Device 1 in Figure 5. Any I/O event for the VM
triggers the event handler, which then grants access to the memory
locations of device instances using the pkey, as shown by Virtual
Device 2 in Figure 5. This process enables the virtual devices to
perform I/O. After completing I/O, and before returning to the wait
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state, the event handler revokes memory access, reverting to the
initial state akin to that of Virtual Device 1. This method effectively
reduces the potential for an attacker to exploit the device’s memory.

Any part of the VMM can modify the PKRU register’s value.
Prior works prevents such unauthorized writes through runtime
checks [31] and static analysis [89]. Since Rust builds everything
statically, except for glibc, no code is loaded after compilation in
Redwood. Therefore, static binary analysis, coupled with strict
WX enforcement, where memory is either writable or executable
but not both, is sufficient.

4.3 Unikernel Support for Redwood

Unikernels are workload-specific OSs that include only the compo-
nents required by an application, reducing software footprint and
attack surface. Redwood applies the same principle to VMMs by
retaining only the components needed by a VM. Combining the two
can therefore yield a highly specialized VM-VMM stack with an
even smaller overall attack surface. Since many unikernels rely on
Multiboot, which Cloud Hypervisor does not natively support, we
add Multiboot support to enable them to benefit from Redwood’s
VMM specialization and Cloud Hypervisor’s modern features.
Redwood first checks if the provided OS image supports the
multiboot protocol by reading the OS image. Then, it loads the
kernel’s text, data, and bss sections into the guest VM’s memory
from the image. Next, it writes multiboot information (MBI) in
VM'’s memory so that the OS can retrieve the MBI during execution.
The bootloader also sets the GDT and IDT tables with the segment
registers according to the multiboot specification. Finally, it con-
figures other VCPU registers with multiboot magic, kernel entry
point, MBI’s start address, and flags. Redwood avoids any BIOS
interaction to simplify and accelerate the mutiboot boot process.

4.4 Isolating Vhost User in OVS-DPDK

We can compare the vhost-user communication to the client-server
model, where VMs are clients and OVS-DPDK is the server con-
taining multiple clients’ information. OVS-DPDK stores all the
information of the corresponding drivers and the memory of the
VMs. Fully or partially isolating DPDK components in a separate
compartment using inter-domain isolation [31, 44, 82, 89, 94] is in-
sufficient, because the compartment would still retain access to all
VMs’ memory. Thus, we isolate each VM’s memory inside DPDK.

We tag each VM’s memory with distinct pkeys and disable the
access permission on all VM’s memory by default. Access to a VM’s
memory is enabled only when a vhost-user needs to operate for
a specific client and is disabled immediately after the operation is
completed. As a result, an attacker cannot perform an arbitrary
read/write on a guest’s memory even if it gets access to OVS-DPDK.
We implement the permission change operations as inline functions
to avoid the overhead of a runtime abstraction interface.

4.5 Scalability and Extension to Other VMMs
and Hardwares

The design principles are general, not Cloud Hypervisor-specific;
Redwood is a prototype demonstrating their application to Cloud
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Table 1: Hardware configuration.

Server
CPU Intel Xeon Silver 4110 2.10GHz
Cores 32 (w/ HyperThreading)
L1/L2 32/1024 KB per core
L3 22528 KB

Memory 192 GB
Network  Intel X722 10-Gigabit
Storage INTEL SSDSC2KB480G7 ATA 500GB SSD

Hypervisor. Applying them to an existing VMM may require refac-
toring to identify core and optional components and expose suit-
able specialization and isolation boundaries, as done for Redwood.
The concrete compartmentalization mechanism may vary with the
ISA, hardware platform, and implementation language, while the
higher-level principles—what to isolate, where to place boundaries,
and when to enable or disable compartments—remain unchanged.
Rust-based VMMs such as crosvm and Firecracker are particularly
amenable to these techniques, while recent Rust integration efforts
in QEMU [69, 70] may enable similar compartmentalization there,
including for use cases involving CPU emulation. Implementing
multiple prototypes is beyond the scope of this paper.

ARM’s Memory Tagging Extension (MTE) [3] offers functionality
similar to MPK, using tags associated with memory regions and
pointers. On memory access, the CPU checks whether the pointer
tag matches the memory tag. This enables Redwood to be extended
to ARM CPUs with MTE support. However, we are not aware of any
AMD CPUs supporting memory protection at such fine granularity.

In cloud environments, many VMs run on a single host OS, with
one VMM process per VM. Therefore, Redwood does not face scal-
ability issues with respect to the number of VMs or VMMs. Due
to MPK limitations, each Redwood VMM supports up to 16 com-
partments, i.e., isolation for up to 16 I/O devices. If a VM requires
more compartments, which is rare in typical cloud deployments,
techniques such as pkey virtualization [61] could be used.

5 Evaluation

We assess Redwood’s security and performance. The security part
includes VMM’s CVE and attack surface analysis. The performance
part identifies any VMM execution overheads due to our changes.
We compare Redwood to the original Cloud Hypervisor VMM run-
ning Linux VMs on the KVM hypervisor. Our evaluation demon-
strates that Redwood, enforcing isolation, matches the Cloud Hyper-
visor’s performance for most cases. Runtime control flow integrity
(CFI) techniques can prevent unauthorized permission changes on
pkeys. These techniques are orthogonal to our work. Although
we did not integrate them into Redwood, minimal performance
impact is expected if integrated, as existing works [31, 89, 94] show
negligible performance penalties.

Like Cloud Hypervisor, Redwood supports two hypervisors:
KVM [87] and MSHV [54]. In our experimental setup, a server ma-
chine runs the KVM hypervisor that hosts guest VMs. The server
machine runs Debian 13 with kernel 6.12.90+deb13-amd64. The
guest VM is assigned 4GB of memory, 4 vCPUs and runs Ubuntu
24.04.4 LTS with kernel Linux cloud 6.12.8+. Table 1 shows the
hardware configuration.
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5.1 Security Analysis

CVE Analysis. Common mistakes, such as improper input valida-
tion, can introduce vulnerabilities like buffer overflows and enable
attacks such as arbitrary code execution. The window between
bug discovery and mitigation may allow attackers to steal sensitive
data or disrupt systems. Isolation can limit attacker flexibility and
contain exploitation of unresolved bugs within a VMM. Although
Redwood is built on Cloud Hypervisor, its hardening techniques
are applicable to other VMMs, including QEMU, and can mitigate
classes of CVEs. In this section, we examine several such CVEs.

The VENOM [91] vulnerability (CVE-2015-3456), was discovered
in 2015 but introduced in 2004. It allows a VM user to repeatedly fill
a buffer in the emulated FDC in QEMU for up to 20ms, resulting in a
buffer overflow. It permits adversaries to bypass, crash, or gain code
execution on the host OS with QEMU process’s privileges. Since
most VMMs have root access to the host machine, the potential
damage is severe, impacting other VMs’ execution and enabling
data theft. Redwood’s isolation will deny (segmentation fault for
Redwood) any attempt to overflow into other compartments, as
access to memory in those compartments is disabled. This way,
even without an available fix, the severity of the attack can be
mitigated or significantly reduced.

FDC is initialized for every guest regardless of the configuration
and cannot be removed or disabled. Whether a guest VM has a
floppy disk or not, user-level access with sufficient permissions
to communicate with the FDC I/O ports is all that is required to
exploit this flaw. Redwood’s specialization discards features like
the floppy disk if they are not needed. It prevent adversaries from
exploiting bugs, such as VENOM, present in default devices that
are irrelevant to the VM.

We identified 128 QEMU CVEs related to various devices, includ-
ing 43 related to virtio devices. For example, CVE-2021-3546 causes
an out-of-bounds error on the vhost-user GPU device, potentially
allowing a privileged guest user to crash the QEMU process on
the host, leading to DoS or code execution. Enforced isolation can
prevent attackers from exploiting such vulnerabilities to execute
arbitrary code in another compartment’s memory. We found 79
out-of-bounds errors in QEMU. Although QEMU is written in C,
software written in memory-safe languages can also be suscepti-
ble to similar issues. For example, we found 370 CVEs related to
out-of-bounds errors in software written in Rust.

CVE-2019-18960 [24] enables an attacker to steal, manipulate,
and overflow memory of a rust-based Firecracker VMM,; the over-
flow can enable arbitrary code execution with Firecracker process
privileges. This demonstrates that even a VMM written in memory
safe language is susceptible to memory-related attacks. Redwood
defends against such attacks by isolating necessary I/O devices in
separate compartments and discarding unnecessary implementa-
tions. Therefore, even if the security of one device (e.g., vsock) is
compromised, an attacker cannot overflow into other device com-
partments. It’s worth mentioning that these issues stem from the
improper handling of raw pointers in Rust’s unsafe blocks, which
do not guarantee memory safety. Cloud Hypervisor and its depen-
dencies contain ~5K lines of unsafe Rust code. However, it is often
not possible to avoid using unsafe code in Rust.
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DPDK and OVS have several critical CVEs. CVE-2020-14374
allows an attacker within a VM to exploit a buffer overflow vulner-
ability in the vhost-crypto DPDK application on the host, enabling
arbitrary data writes in the process’s address space and code exe-
cution. This vulnerability, stemming from a flawed bound check,
allows an attacker to copy up to 4GB of application data with full
control over the copied content. CVE-2020-14375, CVE-2020-14376,
and CVE-2020-14377 pose similar threats through time-of-check
time-of-use, buffer overflow, and buffer over-read vulnerabilities,
respectively. OVS-DPDK maintains guest memory mappings for
all VMs connected through vhost-user, so an adversary within any
VM can potentially steal data from other VMs using these vulnera-
bilities. Our design only allows guest memory access when needed,
so an attacker attempting to read from or write to another guest’s
memory would receive a segmentation fault. Consequently, these
vulnerabilities will likely only cause the DPDK application to crash,
rather than allow data theft. While our design cannot completely
prevent future vulnerabilities, it significantly reduces their severity.

Defense against zero-day attacks. Several virtual disk formats
facilitate the creation of a base image, upon which multiple dis-
posable derived disk images can be instantiated [4]. These derived
images use the base image as a backing file. The use of backing files
and derived images is instrumental in the rapid instantiation of
thin-provisioned VMs. When a VM instance is initialized, the VMM
interprets the configuration files or command line parameters to
determine the appropriate disk images. This process entails identi-
fying both the backing files and derived images. For instance, the
QCOW?2 format embeds metadata within the derived image, linking
it to its backing file. The VMM parses this metadata to establish the
hierarchical relationship between the images. Typically, the VMM
opens the derived image in read-write mode, allowing it to record
modifications made by the VM, while the backing file is opened in
read-only mode to maintain its integrity.

Several VMMs, including Cloud Hypervisor, support this fea-
ture [16]. However, a bug was identified in the implementation
of backing files for the Cloud Hypervisor [14]. Specifically, their
implementations allowed a disk image to reference a backing file
that could, in turn, reference another backing file, or even the same
initial file, creating the potential for unbounded recursion. This
recursive referencing could result in a stack overflow when a disk
image file references a backing file pointing to itself.

Moreover, many virtual disk images support hot-plugging, allow-
ing disks to be added to VMs while they are actively in use. In the
event of hot-plugging, if such a stack overflow occurs, a malicious
user could potentially execute arbitrary code with the privileges
of the VMM process. This vulnerability could lead to unauthorized
access to the host system, compromising other VMs running on
the same host, and enabling data hijacking or manipulation.

The bug was introduced in July 2023 [16], discovered by Cloud
Hypervisor’s continuous fuzzing tests in March 2024 [14], and
remedied by limiting the maximum nesting depth for backing files
in June 2024 [15]. Consequently, Cloud Hypervisor remained sus-
ceptible to this vulnerability for nearly a year. However, with the
proposed compartmentalization and specialization, Redwood pos-
sesses a robust defense mechanism capable of mitigating attacks
that exploit such implementation bugs, even in scenarios where
the bug remains unidentified or the fix has not yet been applied.
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Figure 7: ROP gadgets, Redwood vs. Cloud Hypervisor (all).

Image Size Reduction. We compare VMM image sizes across
the default Cloud Hypervisor and various Redwood configurations.
A basic Redwood configuration includes core VMM components,
one boot-loading mechanism, and no virtio devices. Adding virtio
devices, such as virtio-block, virtio-net, or both, slightly increases
the image size. As shown in Figure 6, the basic Redwood configura-
tion has a 50% smaller VMM image than Cloud Hypervisor, while
the other three Redwood configurations are also significantly more
compact. Redwood’s specialization approach could similarly reduce
image size in existing VMMs such as QEMU and Firecracker.

ROP Gadget Reduction. Reducing the number of ROP gadgets
does not always improve security, but it can make it more difficult
for an attacker to construct ROP chains to exploit a known vul-
nerability. Using Follner et al.’s methodology [28] and the Ropper
tool [65], we measured ROP gadgets. Figure 7 shows the break-
down of ROP gadgets by category. The basic Redwood has 3x fewer
gadgets than Cloud Hypervisor. Redwood with common devices
(virtio-net and virtio-block) also has notably fewer gadgets. This
shows VMM specialization’s great potential for improving security.

5.2 Gadget Set Analysis

Although Redwood variants contain significantly fewer ROP gad-
gets than Cloud Hypervisor, gadget count alone may not accurately
reflect resilience to gadget-based attacks, since attackers may still
exploit the remaining gadgets and some attack-surface reductions
can introduce new ones. Brown et al. proposed gadget set anal-
ysis (GSA) [9] to assess the susceptibility of program variants to
such attacks. Their GadgetSetAnalyzer performs static binary anal-
ysis and evaluates gadget sets based on their quantity, quality, and
locality, providing a more meaningful measure of attack-surface
reduction. We apply GSA to the default Cloud Hypervisor and
multiple Redwood configurations, with results shown in Figure 8.

Figure 8a’s results, plotted on a logarithmic scale, show that none
of the Redwood VMM:s increase the expressivity of the fundamental
functional gadgets. However, the quality and quantity of ROP, JOP,
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Figure 8: ROP gadget set analysis.

and COP gadgets increase with the increase in components in a
Redwood VMM, exhibiting the highest values for all default features
enabled in Cloud Hypervisor. This suggests that fewer components
help reduce gadget quality and quantity. Figure 8b shows that Red-
wood also reduces special-purpose gadgets that load data for and
dispatch JOP and COP gadgets, as well as JOP trampoline, COP
intra-stack pivot, and system call gadgets, compared to the default
Cloud Hypervisor. In summary, Redwood’s flexible configuration
options can significantly reduce an attacker’s freedom to exploit
gadgets in the VMM.

5.3 VirtlO Network Device Performance

In this section, we evaluate virtio-net in Redwood and Cloud Hyper-
visor using both microbenchmarks (iPerf3 [34], ping, Netperf [58],
and memtier [53]) and macrobenchmarks (ApacheBench [85]). We
measure network throughput and latency, as well as the perfor-
mance of real-world applications, such as web and database servers,
relevant to cloud workloads. Each server runs inside the VM, while
the client runs on the host to generate traffic through the virtio-net
device, without involving a physical NIC on the path.

iPerf. We use the iPerf [34] micro-benchmark (v3.7) to measure
network receive and transmit throughput over TCP. As shown in
Figure 9a, the virtio-net performance in Cloud Hypervisor and
Redwood indicates that there is no major overhead for MPK-based
isolation for PV network devices.

Network Latency. Figure 9b compares the latency of isolated
and regular virtio-net devices measured with various tools. Pinging
the guest VM 100 times with a one-second interval yielded similar
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Figure 10: Apache server throughput.

latency for regular (0.29ms) and isolated (0.30ms) virtio-net devices.
Netperf [58] reported 0.08402ms and 0.08399ms latency for regular
and isolated devices, respectively, when sending 1,000 requests
per second at even intervals to the guest VM. Memtier [53], when
performing 100,000 SET and GET operations on Memcached [52] at
a 1:10 ratio and 32B data size, incurred 0.11ms and 0.09ms latency
for regular and isolated devices, respectively. These similar results
for Cloud Hypervisor and Redwood indicate no effect on latency
due to network device compartmentalization.

Apache. To evaluate an HTTP server, we run Apache (v2.4.41)
and the Apache benchmark (v2.3) on a guest VM and client machine,
respectively. The server data consists of randomly generated files
of 1KB to 1MB sizes. The benchmark sends 100,000 requests and
measures the server-side throughput. Each experiment is repeated 3
times. Figures 10a and 10b show the throughput for various thread
counts when using 4KB files and for various file sizes when using 40
concurrent threads, respectively. In this test, the virtio-net device
in Redwood performs similarly to the one in Cloud Hypervisor,
meaning that the HTTP server and clients benefit from the added
security without losing network throughput.

5.4 Virtio Block Device Performance

For evaluating virtio-block device performance, we use a RAW
image file on an SSD and attach it to the VM as disk. We use dd [26]
as a micro-benchmark and SysBench (v1.0.20) [83], a well-known
file I/O benchmarking tool, as a macro-benchmark. For each run,
we flush the read buffer and use total I/O size (16GB) that is larger
than the main memory (4GB) so that we use the disk aggressively.

dd. We use /dev/zero and /dev/null devices as the read source
and write destination, respectively, to minimize overheads. We run
each experiment 3 times, transferring 1GB of data from/to the
device each time. Figure 11 shows similar performance for Cloud
Hypervisor and Redwood.
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Figure 12: SysBench file I/O throughput.

SysBench File I/O. To measure file I/O performance, we use
SysBench [83] to perform random reads and writes on a set of 100
files totaling 16GB. The ratio of read-to-write operations is 3:2,
which reflects the prevalence of read operations in many real-world
scenarios [32]. We run the same experiment with various numbers
of threads (from 1 to 100) and block sizes (from 16KB to 128MB),
each for 5 minutes.

Figures 12a and 12b show the throughput for different thread
counts for 256KB block size and different block sizes with 20 threads,
respectively. Cloud Hypervisor and Redwood have similar through-
put, with average relative standard deviation (RSD) of 0.85% and
0.69% and latency of 25.63ms and 24.98ms, respectively.

5.5 MySQL database performance

To evaluate both virtio-net and virtio-block performance on a real-
world application, we choose MySQL [56] because, when deployed
as a datacenter microservice, it exercises both network and storage
operations. We set up a MySQL v8.0.46-Oubuntu0.24.04.2 database
inside the VM with 16 tables, each containing 1,000,000 records. The
dataset does not fit in memory; thus, the workload is not memory-
bound and requires storage 1/0.

We ran the sysbench [83] v1.0.20 Online Transaction Processing
(OLTP) read-write benchmark from the host OS, sending queries
over the network with different numbers of threads, ranging from 1
to 100. Figure 13a and Figure 13b show the transaction throughput
and latency, respectively. As shown, Cloud Hypervisor and Red-
wood exhibit similar performance. The RSD is 0.027% and 0.052%
for Cloud Hypervisor and Redwood, respectively.

5.6 Vhost User Network Device Performance

DPDK is known for providing better network performance for
VMs running on the same host. Therefore, we measure network
throughput using iPerf3 [34] and Redis [64] between two such VMs
connected through OVS-DPDK vhost-user-net devices.

iPerf. We run the iPerf3 server on one VM and the client on
another. Figure 14a shows the corresponding network throughput
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Figure 14: OVS-DPDK vhost-user-net performance.

for receive and transmit operations. As can be seen, the network
throughput is not affected by isolation enforced on the VM memory
from the DPDK vhost-user side.

Redis. We use a VM to run the Redis (v5.0.1) server, a popular
key-value store. A microbenchmark in another VM runs millions of
SET and GET operations, with a pipeline size of 1000, with varying
levels of concurrency. Each operation performs a read/write of
128MB of data using 64-bit keys. Figure 14b shows the number of
SET/GET operations per second. Overall, the regular and isolated
DPDK vhost-user-net exhibit similar performance. The RSD for
regular and isolated DPDK is 0.00076% and 0.00063%, respectively.

6 Related Work

Minimal and specialized VMMs. Several VMMs reduce attack
surface by limiting the features exposed to guests. Firecracker [76]
targets microVMs with a small device model and a jailer, crosvm [79]
uses minijail [55] and seccomp-bpf [73] to sandbox device code, and
Cloud Hypervisor [1] focuses on modern cloud workloads while
avoiding many legacy devices. These systems show the value of
reducing VMM functionality, but they largely represent fixed design
points chosen for specific deployment models. Redwood instead
provides highly flexible fine-grained per-VM specialization.
Unikernel systems similarly reduce attack surface through single-
purpose guest images [36, 38, 42, 49, 51]. Unikernel Monitors [99]
extend this minimalism to the monitor, but target unikernel-specific
execution. Redwood is complementary: it preserves compatibility
with conventional cloud OSs while adding multiboot support for
unikernels, allowing both guest-side and VMM-side specialization.
Hypervisor disaggregation and VMM sandboxing. Prior
systems decompose virtualization stacks to reduce the impact of
compromised components. Xoar [18] splits Xen’s Dom0 functional-
ity into service VMs, Murray et al. [35] move domain building out of
Dom0, and Nexen [78] decomposes Xen using page-based isolation.

Mehrab et al.

They establish the benefits of separating virtualization components,
but they are designed around Xen’s bare-metal architecture. Red-
wood targets KVM/Hyper-V-style deployments, where each VM is
managed by a user-space VMM process. Instead of disaggregating
hypervisors, Redwood compartmentalizes VMM components.

Deployed VMMs also use OS mechanisms to restrict VMM privi-
leges. QEMU can be confined using non-root execution, SELinux,
AppArmor, cgroups, namespaces, and seccomp filters [2, 13, 57, 63,
72, 75]while crosvm uses minijail [55, 79]. These mechanisms re-
strict what a VMM process can do to the host. Redwood addresses a
complementary problem: limiting what a compromised component
can do within the same VMM address space.

Fast intra-address-space isolation. Prior works provide effi-
cient compartmentalization within a process. SFI [74, 95] instru-
ments memory accesses, while page-table-based approaches such as
Wedge [7], Shreds [17], Dune [6], and Light-Weight Contexts [45]
isolate components with stronger but more expensive domain
switches. MPK-based systems such as intra-unikernel isolation [82],
ERIM [89], Hodor [31], libmpk [61], FlexOS [44], and CubicleOS [71]
show that hardware protection keys can support low-overhead in-
process isolation. Redwood applies in-process isolation to the VMM
boundary, where virtual devices mediate sensitive VM and host
resources. It compartmentalize each device instances and enables
access only during its asynchronous event-handling path, confin-
ing compromised device logic without process-level disaggregation.
This paper also extends in-process isolation to the use of I/O ac-
celeration frameworks, such as OVS-DPDK [62, 86], where one
backend process may serve multiple VMs.

Confidential computing. Hardware featuresz such as SGX [23],
TDX [84], SEV [77], TrustZone [47], ARM MTE [3], and CHERI [98]
provide complementary isolation. Confidential-VM technologies
protect guest memory from an untrusted host or VMM, whereas
this paper reduces and compartmentalizes the VMM attack surface
exposed to untrusted guests. Thus, our approach does not conflict
with these mechanisms and can be used alongside them.

7 Conclusions

Cloud infrastructures are heavily dependent on virtualization tech-
nologies. In this paper, we focus on the security risks associated
with virtualization and derive several design principles and tech-
niques to mitigate them. Our flexible VMM model reduces the
attack surface. Our Intra-VMM isolation mechanism provides re-
silience against vulnerability exploitation in VMMs. Redwood, our
prototype VMM, has fine-grained features, including 18 devices,
to choose from when building a VMM for any particular VM and
separates 13 virtio devices into distinct memory compartments.
Our experimental evaluation reveals that Redwood protects against
many severe CVEs without losing performance or compatibility
with cloud OSs and reduces the attack surface by up to 50%. More-
over, it enables support for running unikernels.

Redwood is available at https://github.com/ssrg-vt/cloud-
hypervisor/tree/redwood.
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